= MCNONb30BaTb GAaHKOBCKYH KapTy B TOProBbiX
TOYKaX, He BbI3bIBaOLLUX NOJ03PEHUN

B B CJlyyae HeKOppekTHoM paboTbl GaHkomaTa
€CNN OH [0Nroe BpeMsi HaxoOWUTCs B pexume
O0XWOAHUA WM CaMOMPOM3BOJILHO Mepesarpy-
XaeTca — peKkoMeHAyeTcsl 0TKa3aTbCA OT €ro
“crnosb3oBaHus. Benvka BEpOSITHOCTb TOrO, YTO
OH NnepenporpaMMmnpoBaH 310yMbILLIEHHUKAMMU.

Ecnm Bam npuwno CMC oT 6aHka 0 6noKMpoBKe
KapTbl UK 3BOHAT M3 H6aHKa 1 crpalimBatoT HoMep
KapTbl, NapoJib U Ko AoCTyna, Heo6Xo04MMO NpoBe-
pUTb 3Ty MHAOPMALUIO U Nepe3BOHUTb B KiMe-
HTCKYto cnyx6y noaaepxku 6aHka.

OfHUM M3 BMOOB MOLLUEHHWYeCTBa C NiaTeXHbIMU
KapTaMu aBndaeTca Tak HasblBaeMbll «CKUMMMUHI» -
CUNTbIBaHWE [aHHbIX KapTbl MPU MOMOLLM yCTaHaB-
nuBaemoro Ha 6aHKoMarT cneLunanbHOro yCTpoucTBa
(cknmmepa). C NOMOLLBIO HEro 3J10YMbILLIEHHUKM
KOMUPYIT WHOpMaLMo ¢ MarHUTHOW MOJIOChI
KapTbl (MMsi fepxaTtensi, HOMep U CPOK LelACTBUS
KaprI). ,D,ﬂﬂ CUMTbIBaHUA NMUHKOOA NpPeCcTYNnHUKKU
ycTaHaBnmBaloT Ha 6GaHKOMaT MUWHWaTIOPHYHO
Kamepy WnvM Haknafgky Ha knasuaTtypy. 3aBnafeB
nHdopMaumen o KapTe, MOLLEHHUK U3roTaBMBaeT
ee paybnukaT M pacnopsixaeTcsi LeHeXHbIMU
cpeAcTBaMu [fepxaTesis OpUrMHaNbHOW KapTbl.
[MoaToMy nepef TeM Kak BCTaBUTb KapTy B KapTor-
pueMHUK crnenoyet BHUMaTe/IbHO OCMOTPETb
6aHKOMAaT Ha npefMeT Hannuns NoAo3pUTeSbHbIX
YCTPOWCTB.

Mpu BO3HUKHOBEHUW MaNEWLWMX MOL03PEHUN
HacyeT npennpUHMMAaEMbIX MOMbITOK COBEPLLEHMS
MOLLIEHHUYECKMX OEWACTBUI credyeT Hesamepu-
TeNbHO yBeAOMNATL 00 3TOM OaHK.

Ecnv Bbl CTanu )xepTBON MOLLEHHWYECTBA, He3aMe [ -
nMTenbHO obpaTuTecb B oOpraHbl MOJAMLMM MO
TenecpoHam 02 1 112, nmbo nyTeM nogaum sansne-
HWUS1 O COBEPLUEHWUM NPECTYMNEHUSI HENOCPELCTBEH-
HO B OTieJIEHNUU NMOSIMLUN.
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PocTy npecTynneHui, CBSAI3aHHbIX C XMULLEHUEM
LeHeXHbIX cpefcTB ¢ 6aHKOBCKMX KapT, KaK rnoka-
3blBaeT MpaKTMKa, CrnocobCTBYeT HepfocTaToyHas
OCBEJIOMJIEHHOCTb rpaxaaH B obnactu nHdopma-
LIMOHHbIX TEXHOJIOTUI U HecobtoieHne afieMeHTap-
HbIX NpaBu 6e30MacHOCT!.

[na npefoTBpaLLeHusi NPOTUBOMNPABHbIX AENCTBUN
MO CHATMIO [leHEXHbIX CPeacTB ¢ 6aHKOBCKOro cyeTa
HeoBX0ANMO UCXOANTb U3 CIEAYHOLLErO.

COTPYOHUKUN BAHKA HUKOI'OA

Mo TEJIE®POHY UJ11 B AJIEKTPOHHOM NMUCbME

HE 3AIMPALLUMBAIOT:

® repcoHasibHble cBefeHus (cepus M HoMmep
nacnopTa, afpec permctpauuu, ums n hamunus
BflagesiblaKapTbl)
PEKBU3UTLI M CPOK AENCTBUS KapTbl
naponu unn kogbl M3 CMC-coobuieHnn aons
noaTBepXaeHnss OMHaAHCOBbLIX onepauun un mx
OTMEHbI

= noruH, MNH-kog, unn CVV-kop 6aHKOBCKUX KapT

COTPYOHUKU BAHKA TAKXXE

HEMPEOJIATAIOT:

= YCTaHOBUTb MpOrpaMMbl yfajseHHoro gocTtyna
(MMM CTOPOHHME TMPUSIOXEHUS)) HA MOOWIIbHOE
YCTPOMCTBO M pa3pelnTb NOAKIIOYEHME K HUM
nog npennoroM TexXHUYecKon nofnepxKu
(HanpuMep, yaaneHve BUPYCOB C YCTPOWCTBA)
nepenTu Mo ccblnike n3 CMC-coobLueHus
BKNIOYUTb MNepeagpecaunto Ha TtenedoHe
KJIMeHTa [AONA COBeplLIeHUs B [alfibHeWLleM
3BOHKA OT ero MMeHu B 6aHK

= Nof UX PYKOBOACTBOM MepeBecTn A/ COXPaH-
HOCTM [OEeHeXHble CPeACTBa Ha «3alLULLeHHbIN
cyeT»

= 3alTW B OHNaWH-KabuHeT no ccbinke u3 CMC-
COO0DOLLEHUS UM 3NEKTPOHHOIO MMCbMa

BaHK MoXeT nHuymmpoBaTb obLLeHne C KITMEHTOM

TOJIbKO )15 KOHCY bTaLMI MO NPOAYKTaM U ycnyram
KpeauTHO-bmMHaHcoBoro yupexgenusi. Mpu sTom

3BOHKM COBEpLUAOTCS C HOMEPOB, YKasaHHbIX Ha
060pOTHOM CTOPOHE KapThbl, Ha canWTe GaHka wuu B
OpUrnHanbHbiXx 6aHKOBCKUX [OOKYMeHTax. WHble
HOMepa He UMEH T HUKAKOr0 OTHOLLIEHUS K BaHKYy.

CnepyeT ncnonb3oBaTh TOJIbKO HafexHble oduum-
anbHble KaHanbl CBA3M C KpeauTHO-(MHAHCOBbLIM
yupexgeHuneM. B yactHocTn, dopMy obpaTHOM CBSI3U
Ha canTe 0aHKa, OHMIANH-MPUIOXeEHUS, TenedoHbl
ropsvYen IMHUM U T. 4.

HEOBXOAMMO YYUTbIBATb, YTO LOEPXXATEJIb

KAPTbl OBA3AH CAMOCTOATEJIbHO OBECIEYU-

BATb KOH®UOEHLIMAJIbHOCTb EE PEKBU3UTOB

W B 3TON CBA3UUSBErATD:

= MNOAKOYeHUA K 06wenocTynHbiM ceTam Wi-Fi

= ucnonbsoBaHua MNH-koga nnn CVV-kopa npu
3aKase TOBapoB U ycNyr yepes ceTb «/IHTepHeT»,
a Takxe no TenedoHy, cooBLLEHUSA UX TPETbUM
nuam

an/I umcnonb3oBaHUM GaHKOMAaTOB y6ep,v|Ter, 4yTo
BCe onepauun, coeepluaemMble npenbloywmm KJIMEH-
TOM, 3aBepLUEHbI, YTO Ha KJlaBuaType U B MecTe Ons
npuemMakKapTtT HeT ,ElOI'IO.HHVITerIbeIXYCTpOIzCTB.

CoBeplwas onepauuu, He MpUCHyWINBanWTeCh
K cOBeTaM He3HaKOMbIX JIFOLEeN U He MPUHUMaNTe ux
NMOMOLLb.

MPU UCMNOJIb30BAHUN MOBUJIbHOI'O TEJIE-

®OHA COBJIIOJAUTE CNIEQYIOLLIUE MPABUJIA:

= NpW yCTaHOBKE NPUIoXeHUi obpallante BHUMA-
HMe Ha MNOJIHOMOYMSA, KOTOPbIe OHW 3anpalLMBaltoT.
BynbTe 0coO6eHHO OCTOPOXHbI, ECNIN NPUTOXEHNE
NpPoCUT MNpaBa Ha 4YTeHWe afpecHOW KHUTK,
oTnpaBky CMC-coobuieHnii U AOCTYn K CeTu
«MHTepHeT»

®  OTKJ/IHOYMTE B HAaCTPOMKAaX BOZMOXHOCTb FOJI0CO-
BOrO ynpaefieHusl npy 3aboKMpOBaHHOM 3KpaHe

MpumeHss cepeucbl CMC-6aHKa, cBepsANTe peKBU3U-
Tbl onepauun B CMC-coobuieHMn ¢ ogHOpa3oBbIM

naponemM oT odwuumansHoro Homepa 6aHka. Ecnu
pPeKBU3UTblI He COBMagaltT, TO TakKoW naposb
BBOAWUTb HEMb3A.

Mpu onnate ycnyr kapTtom B ceTu «MHTepHeT»
TpebyeTcs Bcerga yuuTbiBaTb BbICOKYHO BEPOSIT-
HOCTb nepexofa Ha noAagenbHbIn canT. oaTomy
Heo6X04MMO UCMONb30BaTh TOJIbKO MPOBELEHHbIE
CalTbl, BHUMATENIbHO 4YuTaTb TekcTbl CMC-
coo0O6LLeHN ¢ KoJaMu NoATBEPXAEHUN, NPOBEPATh
PEKBU3UTbI ONepaLum.

KPOME TOI0, HEOBXOAUMO NPUOEPXXUBATDb-

CACNEOYIOLWUX TPABUJT:

= B TOProBbiX TOYKax, pecTopaHax W kade Bce
nencteusa ¢ 0OaAHKOBCKOM KapTOW [OJXKHbI
NMPOUCXOLMUTb B MPUCYTCTBUM fepXKaTena KapTbl.
B NpoTMBHOM cfly4yae MOLLUEHHUKU MOTYT Mosy-
UNTb ee PekBU3NUTbI, NMBO caenaTb KOMUIO Mnpu
NMOMOLLM crneLmasbHbIX YCTPOUCTB U UCMONb30-
BaTb MX B [OaNlbHeMlWeM [ANsi U3roTOBJIEHMUS
noaaenku

= B c/lyyae notepu 6aHKOBCKOW KapTbl HEMeJ 1eH-
HO MO3BOHWUTb B BaHK A GJIOKMPOBKU - 3TO
NMOMOXET COXPaHUTb fieHeXHble cpeacTBa

= MOAKHYUTL YCIyry cMc-UHOpPMUpPOBaHME 3TO
obecrneynT KOHTPOJIb 3a NpoBefeHneM Nobbix
onepauun no kapTte. [pu MNOJlyYeHUM CMC O
HeCaHKLUWOHMPOBAHHOM CMMUCaHUM CpeacTB Co
cyeTa, 3a6noKMpoBaTh KapTy

= YCTaAHOBMUTb JIMMUT BblauyNu JeHEXHbIX CPeacTB
B CYTKM M 3a OfOHy onepauuio (3TO MOXHO
caenaTb B oTAeneHun 6aHka Uiun yoaneéHHo - B
UHTepHeT-6aHKe). MOLWEHHUKU He CMOryT
BOCMOJIb30BaTbCA Cpa3y BCeW CYMMOW, KoTopasi
HaxoAuTCsi HaKapTe

= Mpu BBOJE NWH-KOAA MPUKPbIBATb KjlaBuaTtypy.
BBoauTb NUH-KOA GbICTPbIMM OTPaboTaHHbIMU
OBWXEHUSIMM - 3TO NMOMOXET B Cllyyae, yCTaHOB-
KV CKPbITbIX BUAEeOKaMep MOLLEHHUKOB

= BblbMpaTb [N NONb30BaHUS TepPMUHaNbl U
6aHKOMaTbl, KOTOpble pacnosioXeHbl Hernocpe-
OCTBEHHO B oTheneHusx 0aHka wnuM [pyrux
OXpaHsieMbIX yUpexeHusx
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